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AusPost

Tue, 10 Aug, 9:05 am

Your parcel from 'THE
ICONIC..." is coming today.
If nobody's home, we'll look
for a safe place to leave it.
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Image B - real or fake?

AUSPOST

Tuesday, 14 September 2021

Your package has been
redirected to your local
branch due to a pending
delivery fee: for more info
https://cutt.ly/auspos:
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Personal, Business,

Australia Post provides reliable and




Image C - real or fake?

+61 475 582 435 >

Text Message
Today 10:09 am

Parcel: XT1009284T for Thienis
on it's way, you can track your
parcel here: hitps://bitly/
38maCmh
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Well done!







‘flubot’

ing a lot of reports about
sing a dodgy link. Can

his? Scamwatch has received
t $11,000 in losses to these scams
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Latest scam trends




Poll - have you received a flubot message?

Monday, 6 September 2021

DHL: your parcel is out for delivery

today! TRACK your PARCEL here:
https://5developments.com/e.php

?bsawm5vfk6 06:00




How flubot
scams work

Phone owner gets a text message
containing a php link

Clicks link and is invited to install software

Phone becomes infected with malware

Infected phone’s contacts are added to
central list of Flubot text recipients

Flubot can steal banking, contact and
personal info from infected device

If your phone is infected, clean it with
a factory reset after saving sensitive
information
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Latest scam trends cont...

 Investment scams: among the highest loss scams reported to Scamwatch.
Losses to cryptocurrency investment scams are increasing. There has been
]Z,ZOO reporfs to Scamwatch with over $115 million in losses this year so
ar.”

e Dating and romance scams: not reported as much as other scams, but losses
to dating and romance scams are usually very high. Scamwatch has received
2,500 reports of dating and romance scams with over $38 million in losses
this year so far.

» The rise of ‘romance baiting’ - starts off as a dating and romance scam, but
the victim is then lured into an investment scam.

*data includes the period 1 Jan 2021 - 3 October 2021










Case study 1 - puppy scam - $12,055 lost

« Anonymous Scamwatch reporter came across a website selling puppies.
The seller was based in Perth but said they could ship a puppy to the
customer in Sydney.

e Made an initial payment of $1,850 for the puppy and shipping costs.

« Received “confirmation email” advising that the dog had been shipped
and providing a tracking number.

« Began to receive continual requests for additional payments including a
dog crate, pet insurance, pet vaccinations, state permits and coronavirus
insurance.

» At this point, the victim realised the bank details they were being asked

to pay into did not match the name of the logistics company they had
been given details for.

e The victim lost $12,055 in total to this scam.



ds | met this guy through whatsapp and we started a relationship.
After we had been talking for a while, he told me he was doing
financial trading and he had an insider informer telling him when
to buy or sell. He told me he had already made lots of money, and
asked me to Sl%n up so | could make money too. | gave him copies
of my driver’s licence and bank card and he opened an account
for me. | started to transfer funds into an overseas bank account
he supplied details for, then | started to trade with him. | could
see on my account that | was making money throu%h my
investment. Eventually | submitted an application to withdraw my
profits. My application was refused and sudden(ljy I no longerhad 99
access to my account and my boyfriend stopped replying to my
messages. | realise now that' | was scammed.

Case study 2 - romance baiting scam - $500,000 lost



Case study 3 - website takedown

» Scamwatch received a number of reports about a website called
TradeCapitalFX.

» People had been scammed after using the site to buy bitcoins.

e Victims were unable to withdraw their profits after making initial
investments or were asked to pay additional fees in order to have
their funds released.

« $9,000 in losses to this scam site were reported in May, so the
Scamwatch team decided to take action.
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Case study 3 - website takedown cont...

« Scamwatch investigated and confirmed the website was a scam.

* The evidence was submitted to the website’s hosting provider and
Scamwatch requested that the site be taken down to avoid further
harm to consumers.

» The website hosting provider accepted the evidence and actioned
the request - quickly removing the website.

* While this can’t get the money back that was already lost, it does
prevent others from getting scammed by this site.



Some more real examples of flubot texts

Watch out for these!
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;/;j/? oday 08:4: Text Message
'  . leyst You have r mgssed i [f J
call. Caller left eou a Today 11:55 am

Your package is about to uessage: http://www

be delivered, track here:

Xm-yihao.com/e.php
?2m4joailb

Your order will be

delivered by DHL
5u0ywzd tomorrow between

11:26 and 14:26.
Track progress
https://aackrishna-
giri.in/c.php?
j1Ix4xz ymOw

Text Message

Yesterday 09:39
. ed6cf7 Voicemail message
received. Visit https://
geschenkvonherzen.de
/8egman.php?kiba8ckc
before it is automatically
deleted.

ARRIVAL TODAY: your Amazon

package. More info at https://
emgh-sssp.com/5/?sy88f1tc6




What Scamwatch is doing about scams

Scam disruption: intelligence sharing




What Scamwatch is doing about scams

Scam disruption: consumer education




What you can do about scams
Use the T AL K method

T: Talk to your friends, family, neighbours, colleagues about a scam you’ve
come across, and share information.

A: Ask a simple question, like “have you ever been scammed?” or “what’s your
top tip for avmdmg scams?” to get the conversation started. You could even ask
“have you received any of these flubot scam texts?”

L: Listen. Sharing scam stories and experiences is helpful. Create a safe space
for someone you know to talk to you about scams.

K: Keep talking! Awareness is our big‘gest defence against scams. So TALK to as
many people as you can about scams!



What you can do about scams

Reporting scams and where to get help

* Report to Scamwatch - https://www.scamwatch.gov.au/report-a-scam

» If you have lost money to a scam, contact your bank or financial institution as soon
as possible - the Australian Banking Association provides a summary of steps for
consumers when making a complaint to their bank. If you are not satisfied by the
response from your bank, you can make a complaint to the Australian Financial
Complaints Authority.

* If you have lost personal information and you are concerned your identity may be
compromised, you can contact IDCARE for free support on 1800 595 160.

» Consider contacting the platform on which you were scammed to report the scam -
https:/ /www.scamwatch.gov.au/get-help/where-to-get-help#report-scams-to-
facebook-services

* |If you or someone you know is experiencing anxiety, emotional concerns or distress
about scams, contact Lifeline on 13 11 14 24 or Beyond Blue on 1300 22 4636.



https://www.scamwatch.gov.au/report-a-scam
https://www.ausbanking.org.au/for-customers/how-to-complain/
https://www.afca.org.au/
https://www.scamwatch.gov.au/get-help/where-to-get-help

Scams Awareness Week 2021: 8 - 12 Nov

Overview

« Scams Awareness Week is a national campaign by the Scams
Awareness Network, a group of Aus and NZ govt agencies with
responsibility for consumer protection.

« Each year, Scams Awareness Week has a different focus and is
delivered in collaboration with a large range of partners.

« Scamwatch provides activities and online resources that you can
use throughout the week to raise awareness of scams.



Scams Awareness Week 2021

Get involved!

You can get involved by:

* Visit the Scamwatch website, download the campaign resources
and participate in the activities. You could post some things
around your office or host a scams awareness morning tea!

» Use the Scams Awareness Week background for your virtual
meetings throughout the week. Great conversation starter.

* Follow Scamwatch on Twitter @scamwatch_gov for updates, and
share the content.

» TALK to someone you know about scams!






